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Abstract

To ensure smooth functioning of numerous handheld devices anywhere anytime, the
importance of a self-healing mechanism cannot be overlooked. This is one of the main challenges
to growing autonomic pervasive computing. Incorporation of efficient fault detection and
recovery in the device itself is the ultimate quest but there is no existing self-healing scheme for
devices running in autonomic pervasive computing environments that can be claimed as the
ultimate solution. Moreover, the highest degree of transparency, security and privacy should also
be maintained. In this thesis, an approach to develop a self-healing service for autonomic
pervasive computing is presented. The self-healing service has been developed and integrated
into the middleware named MARKS+ (Middleware Adaptability for Resource discovery,
Knowledge usability, and Self-healing). The self-healing approach has been evaluated on a test
bed of PDAs. An application has been developed by using the service. The evaluation results are

also presented in this thesis.
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Chapter 1: Introduction

Ubiquitous computing [Weiser93], also known as pervasive computing, has evolved during
the last few years due to the rapid developments in portable, low-cost, and lightweight devices. It
extends human thought and activity as well as provides a pragmatic world augmented by the
behavioral context of its users [Roman02]. Pervasive computing environments focus on
integrating computing and communications with the surrounding physical environment for
making computing and communication transparent to the users. Pervasive computing includes
four major areas mobile computing, wireless networks, embedded computing, and context-aware
sensor networks [Robinson04].

Pervasive computing is an emerging field of research. It aims to design and develop models
for next generation computing. Remarkable increases in the number of mobile device users,
tremendous developments in wireless and mobile technologies, and low cost availability of
handheld devices have contributed to the rapid evolution of this computing platform. In this
environment things around us are expected to be able to communicate with each other and at the
same time have the capability to collect, process, and transport information [Basu05]. Many
mobile and handheld devices have become an inseparable part of our life. Pervasive computing
has passed its initial stage and the devices running in this environment are now well-known and
accessible to everyone. Despite the prevalence of embedded handheld devices, limited processing
capability, restricted battery life, inadequate memory space, slow expensive connections,
recurrent line disconnection, confined host bandwidth and other problems are the challenges in
pervasive computing arena till now [Satya95]. Middleware has evolved to play an important role
to cope with these ever-growing requirements.

Systems that have the ability to manage themselves and dynamically adapt to change in
accordance with policies and objectives are termed as autonomic computing [Hinnelund04,

Kephart05]. This system enables computers to identify and correct problems often before they are



noticed by the user. Autonomic systems have the capability to self-configure, self-optimize, self-
protect, as well as self-healing. Systems that have these characteristics are termed as self-
managing systems.

Autonomic pervasive computing [Tony05] maintains characteristics from both autonomic
computing and pervasive computing environment. Like pervasive computing, devices running in
this area should be context and situation aware and these devices form an ad-hoc ephemeral
network. These devices are also expected to have the ability to self-optimize, self-protect, self-

configure, and self-heal.

Autonomic
Pervasive
Computing

Pervasive computing Autonomic computing

Self-healing in
Autonomic
Pervasive

Computing

Self-healing

Figure 1.1. Scope of self-healing in autonomic pervasive computing

Self-healing describes devices or systems that have the ability to perceive those are not
operating correctly and, without human intervention, make the necessary adjustments to restore
them to normal operation. A system that continues its operation even in presence of faults is
termed as a fault tolerant system [Garlan04]. The concept of self-healing goes beyond fault

tolerance since it also provides the device with the capability of recovering from fault by itself or



with the assistance of other devices present in the network. Figure 1.1 depicts the scope of self-
healing autonomic pervasive computing.

In an autonomic pervasive computing environment, there are different kinds of networks.
There are smart spaces or intelligent environments that provide devices with complex
computational support, while there are networks without any such support. In between there are
networks that take some kind of support from fixed access points or central servers but are not

parts of a smart space.
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(a) Ad hoc network in autonomic pervasive computing environment with powerful devices

Cell Users
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Laptop
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(b) Ad hoc network in autonomic pervasive computing environment without powerful devices

Figure 1.2. Networks in autonomic pervasive computing environment



Figure 1.2 depicts two ad hoc networks in an autonomic pervasive computing environment. In
figure 1.2(a), the tiny devices communicate among themselves with the support of fixed,
powerful devices. These devices act as servers or proxies and handle complex computations on
behalf of the tiny devices. In figure 1.2(b), an ad hoc network is formed by mobile devices. There
is no fixed infrastructure support. The devices communicate with each other directly or via
another mobile device and are responsible for maintaining computations by themselves. Our
research focus is self-healing in infrastructure-less autonomic pervasive computing area.

Considerable research has already been done for fault tolerance in distributed dependable real-
time system [Bracewell03]. Some solutions along with prototype for pervasive computing fault
tolerant systems have been proposed [Chetan04]. Self-healing autonomous systems are also
addressed in [Trumler04]. But no solution has been proposed for a self-healing system in
autonomic pervasive computing yet, let alone the implementation of such a system. Since the
future technology trend lies in pervasive computing, it is of the utmost importance to have an
efficient, transparent, and secure self-healing system. Currently, we are developing middleware
named MARKS [Ahmed05, Sharmin05, Ahamed05, Sharmin06], which is suitable for embedded
devices running in pervasive computing environments. The Self-healing unit plays a vital role
from the above perspectives.

In this thesis, we present an efficient, secure, and transparent self-healing model. Our model is
designed for the autonomic pervasive environment, where we assume that the mobile devices
would be able to handle necessary computations and communications by themselves without any
fixed infrastructure support. We developed its first prototype on a test bed of PDAs, which are
connected with short-range ad hoc wireless. Any healing approach will be in vain without proper
setup of fault detection and recovery. Efficiency should also not be overlooked. Our self-healing
approach is unique from those perspectives too. A modified secret sharing approach [Secret

Sharing], not only to cope with the limited storage capacity of the embedded devices but also to



guarantee the security, is being used in our approach. This model provides the third feature
(transparency) by performing most of the healing process without users’ interference.

The outline of this thesis is as follows: Chapter 2 contains the background information.
Chapter 3 contains the current state of the art. Characteristics of our model with motivations
behind designing the system are presented in chapter 4. An overview of our proposed approach is
illustrated in chapter 5. The details of the models are described in chapter 6. The attributes of our
proposed model is presented in chapter 7. The implementation details along with evaluation are
provided in chapter 8. We conclude with some novel research directions of future work in chapter

9.



Chapter 2: Background

This chapter describes all the basics terms of autonomic pervasive computing to make those

comprehensible to the readers.

2.1. Autonomic computing

According to IMB [Ganek03], autonomic computing will free system administrators from
many of today’s routine management and operational tasks. Rather than spending valuable time
to deal the complexity of computing systems, IBM says that autonomic computing will help

corporations to devote more of their IT skills toward fulfilling the needs of their core businesses.

2.2. Characteristics of autonomic computing system
Paul Horn [Horn01] illustrates the following characteristics for an autonomic computing
system:
e An autonomic system needs to “know itself”.
¢ Inany unpredictable conditions, an autonomic system must be able to configure and
reconfigure itself.
e An autonomic system always looks for optimize ways to work.
e An autonomic system must have the capability of self-healing.
e An autonomic system must have the capability for self-protection.
e Anautonomic computing system must be able to know its environment and the context
surrounding its activity.
According to IBM [Ganek03], to adopt the above characteristics in self-managing system,
autonomic computing should have the following four attributes:
Self-configuring: Systems adapt automatically to dynamically changing environments.

Self-healing: Systems discover, diagnose, and react to disruptions.



Self-optimizing: Systems monitor and tune resources automatically.
Self-protecting: Systems anticipate, detect, identify, and protect themselves from attacks from

anywhere.

2.3. Pervasive computing

Pervasive computing is computation that’s freely available everywhere [Weiser93]. Pervasive
computing environments focus on integrating computing and communications with the
surrounding physical environment to make computing and communication transparent to its
users. The pervasive computing environment is comprised of various handheld devices that
include but not limited to PDAs, cell phones, smart phones, laptops, etc.

All the applications running in a pervasive computing environment have the following
characteristics [Abowd00, Yau02]:

o Context-sensitivity: Ability of a device to sense its present context and changes in
contextual data.

e Situation-awareness: Capability not only to capture but also to analyze the
relationship among various contexts and actions over a specific of time span.

e Ad-hoc communication: Instant establishment and termination of communication
channels among application with the change of contexts. Ad-hoc networks do not use

built-in network infrastructures and centralized administration [Broch98].

2.4. Autonomic pervasive computing

Autonomic pervasive computing is a relatively new term. It is discussed by Tony et al. in
[Tony05] and they defined autonomic pervasive computing as follows:
Autonomic Pervasive Computing is pervasive computing systems whose context-aware

adaptivity is subject to human governance. It spans both autonomic computing and autonomic



communications (managing highly adaptive networks such as sensor networks and mobile ad hoc
networks). They differentiate “autonomic pervasive computing” from “autonomic computing”
using the “adaptivity” point of view. Autonomic pervasive computing is highly ad hoc and
heterogeneous, both technologically and organizationally.
We classify autonomic pervasive computing into three categories:
1. Fixed-infrastructure based
2. Infrastructure-less (pure ad-hoc)
3. Hybrid
In fixed-infrastructure based autonomic pervasive computing environment, devices get support
from powerful servers, access points, etc. These powerful devices handle complex computation
and communication on behalf of the mobile devices. Smart/active spaces are examples of this
type of environment. In an infrastructure-less autonomic pervasive computing environment,
mobile devices are responsible for communication and computations. They communicate with
each other using a short-range wireless network. An ad-hoc network in a stadium is example of
this type of network. There are also hybrid networks that have some support from the
infrastructure. Ad-hoc networks with the ability to communicate with the access point fall into
this category. In this thesis, we focus on infrastructure less autonomic pervasive computing

environment.

2.5. Self-healing

Self-healing systems are able to recover from faults by themselves or with the assistance of
other devices of the same network. Fault tolerant systems are systems that can continue to operate
even in the presence of faults [Garlan04]. All self-healing systems are fault tolerant systems as
they can detect faults, notify other devices of these faults, and try to recover from these faults. In

an autonomic pervasive computing environment, self-healing is a hard problem as most of the



devices that operate in this area are resource-poor. The lack of fixed infrastructure and the ad-hoc

nature of the network make the self-healing problem more challenging.
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Chapter 3: Related Work

Self-healing is an essential component of every computing system. It is an integral part of
devices running in autonomic pervasive environment, as the main focus of this area is to make
users free of operating details. It is a widely researched topic in the field of distributed computing,
grid computing, and autonomic computing. In each of these areas, many schemes are proposed
that attack this problem from various standpoints. Researchers are working on several policies
like architecture-based system [Garlan02, Dashofy02], infrastructure based approach
[Appavoo02] for long. Most of these proposed models are suitable for physically connected
computers in distributed computing environment. There is no established method that provides a
solution for devices running in an autonomic pervasive computing environment where it is
assumed that the devices are connected to each other wirelessly. The autonomic computing field
demands that devices should be able to self-configure, have self-healing, self-optimization, and
self-protection capability. On the other hand, the main attributes of pervasive computing are
context-awareness, situation-awareness, and ad-hoc networking. The focus of this thesis is self-
healing for autonomic pervasive computing environment that contains all the above-mentioned
characteristics.

Soila and Priya [Pertet04] presented proactive recovery in Distributed CORBA applications.
They did not concentrate on fault-prediction technique; rather they focused on the exploitation of
fault prediction in systems that had real time deadlines. Our system deals with pervasive
computing and it can predict a fault by calculating different states of the system.

To handle transient software failures, a proactive approach named software rejuvenation, was
proposed by Huang ez al. [Huang95]. According to this approach, if errors are accumulated
beyond a threshold, then it will kill and re-launch the application. A lot of works about
rejuvenation policies, to increase system availability and to reduce the cost of rejuvenation, were

done by [Bobbio98, Garg98, Yujuan03]. However, to hand-off the existing state of the faulty
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device just after its re-launching was overlooked here. Our approach preserves this state among
other devices in a secured manner so that the healing manager can help the faulty device to get its
actual state after healing.

Garlan and Schmerl presented a system [Garlan02] that uses an architectural model for
monitoring, problem detection, and repair. In their model an executing system is monitored to
observe its run time behavior. Monitored values are compared with the properties of an
architectural model. The architectural model triggers constraint evaluation if the system is
operating outside an envelope of acceptable ranges. These violations of constraints are handled by
a repair mechanism according to the architecture and these changes are propagated to the running
system. This architectural model is represented as a graph of interacting components where nodes
are termed as components. These nodes represent the principal computational elements and data
stores of the system: clients, servers, databases, user interfaces, etc. These nodes are
interconnected by connectors, which are complex bases of middleware and distributed systems.
These powerful device requirements make this model unusable in infrastructure-less pervasive
computing environment.

Eric et al. [Dashofy02] describes a system based on software architecture that uses software
components and connectors for repair. To dynamically repair a system they concentrate on the
current architecture of the system; to express an arbitrary change to that architecture; to analyze
the result of the repair; and to execute the repair plan on a running system without restarting the
system. To follow this approach they need complete information about the devices and software
running in those devices. In a autonomic pervasive computing environment this type of
information is not available. Their system is targeted for connected distributed environment
where system level information is available. They also use infrastructure support for repair
purposes.

Gordon et al. [Blair02] in their paper presented an analysis of the role of “Reflection” to

support self-healing systems. They also suggested that middleware would be the appropriate
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place for including self-healing unit. They offered their primary analysis based on distributed
systems. But they did not implement the middleware and also not the self-adaptive, self-healing
unit.

AMUN (Autonomic Middleware for Ubiquitous Environment) [Trumler04] is a middleware
that deals with self-healing for ubiquitous environment. The AMUN self-healing and self-
organizing unit consists of four main parts: the transport interface, the event dispatcher, the
service interface and service proxy, and the autonomic manager. The autonomic manager is the
principal unit for managing communication between other units. But the main concentration of
this project is an indoor environment like inside an office building. They use “Smart Doorplates”
that use and display situational information of the owner of the office. This idea restricts its use
only in a smart environment.

L. Kant [Kant02] proposed a self-healing mechanism for wireless networks. He claimed that
this mechanism could provide seamless restoration of affected services due to random/sporadic
network facility failures. Also this model considers a fixed telecommunications system only and
concentrates on restoration of the faulty system in network layer. This approach is not suitable for
pervasive computing since the ad-hoc nature is totally overlooked here.

Y. Tohma in [Tohma02] described the challenges and proposed solutions to achieve fault
tolerance in autonomic computing environment. This solution creates groups of similar devices
and the neighboring devices decide whether a particular device is faulty or not. He also proposed
to keep three copies of information to recover fault. This proposed method is expensive and not
applicable in an ad-hoc environment as in this environment the group formation is difficult and
neighbors are changing very frequently.

Mills et al. in [Mills04] presented an algorithm for fault detection for autonomic systems. A
two-way heartbeat failure-detection technique is used. A monitor is used to receive periodic

messages from a number of monitorables. The time length to receive a message is used as the
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detection criteria for failure. This system is simple and is designed for connected distributed
systems where the devices will not change. Device mobility issues are also ignored here.

Brownand Redlin in [Brown05] proposed a benchmarking system for measuring the
effectiveness of self-healing mechanism in autonomic systems. They concentrated on powerful
systems that are rarely present in pervasive ad-hoc networks.

In [Poladian06], Poladian et al. proposed a task-based adaptation technique for an ubiquitous
computing environment. This system supports heterogeneity, resource variability, mobility,
ubiquity, and task-specific user requirements. This self-adaptation infrastructure has three
distinctive features that allow explicit representation of user tasks and provides an environment
management capability to translate user tasks and also provides a formal basis for understanding
the resource allocation, and support optimal allocation at run time. Though this system is targeted
for pervasive environments, it needs infrastructure support for fulfilling all the above activities
which makes it unusable for truly mobile pervasive environment.

In [Chetan04], Chetan et al. have classified faults, pointed out various research challenges, and
have also proposed solutions to some of the challenges in a pervasive environment. Their fault
tolerant system uses context information to tolerate application and device faults. They
considered a fail-stop fault model consisting of device and application faults. In this approach, if
an application fails, it is restarted. The fault model only considers application failures caused by
device failures, network faults, and failures due to faulty usage. This system is designed for active
spaces.

Most of the work in the self-healing area is done either for distributed systems or for
active/smart spaces. The area of autonomic pervasive computing is void of powerful device
support. The devices running in this environment are resource poor and these are expected to
handle the necessary computations and communications with limited battery and processing

power. These features make self-healing in autonomic pervasive computing a hard and unique



problem to solve. To the best of our knowledge, there is no work till now in the area of self-

healing for autonomic pervasive computing.
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Chapter 4: Motivation

The autonomic pervasive computing area is now strong and powerful as the use of handheld
and wearable devices is increasing in a rapid rate. These devices are capable of communicating
with other devices and run various applications like powerful devices. People are using these tiny
mobile devices all the time and everywhere. If these devices operate incorrectly or prompt users
for each little malfunctioning, then the usability of these devices will reduce. Hence, self-healing
comes into play as self-healing helps to execute a system uninterruptedly. Self-healing is an
integral part of autonomic computing systems. Here, we consider some scenarios to show the
importance and applicability of self-healing in autonomic pervasive computing environment.
Scenario 1

A group of high school students appear in a wireless examination. After getting the questions
in their PDAs from their teacher Dr. John’s PDA (let X, the healing manager), they start their
tests. During the exam, all on a sudden, one student’s PDA (let Y) starts unusual behavior. Figure

4.1 presents the exam scenario.

Figure 4.1. Wireless examination in classroom
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Scenario 2

Returning from a visit of a museum, a group of high school kids want to share their experience
(stored in their PDAS) to enrich their knowledge. One device of the network is having a high
probability of going down and the device owner wants to store some of its important information
for future use in other devices.

The above scenarios present situations where healing is needed. But these scenarios raise the
guestion that do we need to inform the user each time a device is having problem? Can we fix
some of these problems transparently and securely? Are we sacrificing security and efficiency
issues?

The first scenario can occur in any classroom. This problem can be solved by calculating the
rate of changes of all of the status of the faulty device. If the device () finds out that the fault is
due to the malfunction of a running application, then without any delay, it can send an SOS
message along with the answer files. The teachers’ device (X) can isolate Y from the entire
network by removing all entries of Y as a service provider. By this time, Y can inform the device
owner about the problem. By using the system interrupt, it can kill the problem causing
application.

In the second scenario, to avoid the loss of data stored in that device, the healing manager can
disseminate the stored information to the remaining devices in a secure manner. By consulting the
logbook, necessary measures can be taken to restore the device’s prior working state. The
disseminated information content can be used later to restore the device to help it to work to its

full extent.

A self-healing model can solve the issues of the above situations. To cope with the challenges
presented by the pervasive ad-hoc network, we feel that a self-healing model should be
lightweight, energy-efficient, and infrastructure less. In this thesis, we present a self-healing

model, which is efficient, secure, and works transparently. The required characteristics of a self-
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healing model are: No infrastructure support (powerful servers, proxies, etc.), lightweight in
terms of executable file size, Non-degradable performance, Energy efficient, Transparent, Secure.

The details of the above characteristics are discussed in Chapter 7.
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Chapter 5: Design Overview

We describe the main properties of a self-healing system of autonomic pervasive computing in
section 5.1. The classification of faults is described in section 5.2. Brief discussions on fault
detection and fault notification are presented in section 5.3 and 5.4 respectively. How faulty

devices should be isolated from the existing network is depicted in section 5.5.
5.1. Self-healing system of autonomic pervasive computing

Our self-healing service is an integral part of MARKS+, which is the extended version of
MARKS [Sharmin06] (Middleware Adaptability for Resource Discovery, Knowledge Usability,
and Self Healing) which is our developed middleware that incorporates different kind of services.
The fault detection, fault notification, and faulty device isolation are taken care of by the self-

healing service. Figure 5.1 shows the MARKS+ architecture along with the self-healing service.

]
Application Objects
MARKS
Components
Context Knowledge Self-healing .g
Service || Usability Service Service 3
=
«Q
[92)
TSRD é
3
Trust Universal Service
management Access
Transport Layer Protocols for Ad Hoc Networks |
Sensors

Figure 5.1. MARKS+ architecture for autonomic pervasive computing

An effective self-healing service should address the following challenges:
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o No regular functionality of the network will be hampered due to any fault of any device.

o All significant information of the faulty device should be preserved in secure fashion.

e The device will be facilitated to heal its fault by itself or at best with the assistance of
other devices of that network.

e  After reviving, the faulty device should be able to regain its previous states in such a way

that it should feel there was no fault.

Application

Agent
A

\
Fault Detection

Fault Notification

Device Isolation

Information Distribution Selfhealing
Alteration

Fault Healing

v

| MARKS-ORB

¢

Operating System

Figure 5.2. Architecture of our proposed self-healing service

To address the above challenges in an apposite manner, our proposed self-healing pursues
quite a few steps:
1. Fault detection
2. Fault notification
3. Faulty device isolation

4, Alteration
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5. Information distribution
6. Fault healing
Figure 5.2 shows the architecture of our proposed self-healing service. The fault-detection
and fault-notification unit is used by each device running MARKS+. The fault detection unit may
be utilized by both the healing manager and the device itself. But the other three units (faulty
device isolation, alteration, information distribution) should be handled by the healing manager.
In this thesis, we only concentrate on three steps: fault detection, fault notification, and faulty
device isolation.
5.2. Classification of Fault
Fault can be classified from different perspectives:

e Hardware fault: This fault is mainly caused by physical constraints of the devices running in

autonomic pervasive computing environment. In our research, we include the following faults
as hardware faults:

0 Low battery power: Battery is the main power source for mobile devices. This fault
occurs due to insufficient battery power.

o0 Limited signal strength: Wireless communication is one of the main communication
medium for mobile devices. While the signal strength is low, in most cases, the
mobile devices are not able to communicate with each other and the entire network
starts malfunctioning.

o0 Insufficient disk space: Sometimes mobile devices fail to work properly due to
insufficient disk space. We are considering this fault as a hardware fault.

0 Byzantine fault [Schneider84, Byzantine Problem]: These faults encompass those
faults that are commonly known as "crash failures™ and "send and omission failures."

A system may respond in an unpredictable way, if there is any Byzantine fault.

e Software Fault: It includes the following faults:
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o Application fault: Application fault occurs due to problem in any kind of software
application that is running in the mobile devices in autonomic pervasive computing

environment.
0 Middleware Fault: Middleware is the software layer between the operating system
and the applications [Middleware]. It plays a very important role in autonomic

pervasive computing environment. Any fault that occurs due to problem in
middleware is called middleware fault.

o OS fault: There are some faults that occur in OS level. These faults are named as OS

fault.

Application

Middleware

Operating System

Figure 5.3. Scope of software fault for autonomic pervasive computing

Software fault follows the pyramid approach, which is described in figure 5.3.

e Prioritized Fault: According to priority, we have classified faults into the following

categories:

0 Low priority fault
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0 Medium priority fault

0 High priority fault
The healing manager has a queue for different kind of faults reported by devices. The priority has
been assigned to help the healing manager. High priority faults should be handled first, then
medium priority faults, and finally low priority faults.

e Communication Fault: All types of fault related to wireless communication belong to this

category. Network failure is one kind of communication fault.

5.3. Fault detection

High-quality fault detection, the first step of a self-healing process, not only prevents loss of
resources but also lessens healing time. To ensure supreme-quality, our proposed Self-healing
approach periodically monitors as well as assembles the status of all of the running applications,
memory, power, communication signal etc. Drastic changes in those values will generate faults.
By using the rate of change of these over time, it tries to figure out the existence as well as the

cause of a fault, if there is any.

5.4. Fault notification

How can a device inform the healing manager that it is in fault? If the device is in fault then is
it really possible to inform of the fault? In a distributed computing system, heart beat message
and absence of heartbeat massage are used to notify of the fault. In autonomic pervasive
computing, we have applied the similar concept but in a modified way. We have introduced
different kinds of message systems like OK message, SOS message etc. to inform the healing

manager not only of the presence of a fault but also the cause of the fault.

5.5. Faulty device isolation
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The isolation of faulty devices from the remaining network, a grand challenge of fault tolerant
as well as self-healing system, can be achieved in self-healing in a very simple way. In case of
MARKSH+, every device is mapped with another one by means of service availability in these
devices. It is adequate to remove the entry of the faulty device from that mapping to ensure its
isolation from the entire network. The detailed description of our approach is present in the

following chapter.
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Chapter 6: Self-healing in autonomic pervasive computing

Self-healing is the process of detecting faults, notifying those, and also to recover from the
faults without human intervention. This system makes necessary adjustments to restore the
devices’ normal operating condition. Figure 6.1 portrays the high level view of a self-healing

system.

Fault Detection+ Fault Detection+ Fault Detection+
Notification Notification Notification
Compilation
Analysis
Isolation
Alteration
Information
Distribution
Fault Queue

Figure 6.1. Self-healing for autonomic pervasive computing

According to figure 6.1, all the faults reported from various devices will be compiled first and

then will be stored in the fault queue of the healing manager. According to the fault priority, the



25

healing manager decides which fault should be handled first. Then the healing manager will do
the analysis of the fault, isolate the faulty device from the existing network, and will also do the
service alteration and information distribution. In our thesis, we mainly concentrate on three steps
of self-healing: fault detection, fault notification, and faulty device isolation.

The fault detection unit is responsible for detecting any kind of fault of a faulty device. This
unit allows calculation of different physical properties (memory, power, signal strength, etc.) of
the device. How to notify the fault to the healing manager is handled by the fault notification unit.
Section 6.1 describes the details of the approach for fault detection of a faulty device. Fault
notification has been described in section 6.2. The details of the faulty device isolation unit have

been included in section 6.3.

6.1. Fault detection

Fault detection is the first step of any self-healing system. Detecting any kind of fault in a
device is normally known as fault detection. Here is the formal definition of fault detection:

Device Status: Let Z,(x) be the status of a device at time ¢, where x represents an arbitrary input
vector [e.g. rate of change (dy/dt) of power, memory, communicational signal etc. over time]

Test: T = {v,, vy ... ,v,} Where v;, v, ... ,v, are input vectors and Z;(v;) represents the status of the
device.

Fault Detection: T detects a fault in the device iff [(Z,(v,) ~Z.+(v)))> predefined threshold value]

For example, if the change of signal strength is 10% at time 7 and change of memory space is

25% at time (z+1) and if the threshold value is 12% then as the rate of change of memory space is

greater than the threshold value, according to our approach, there should be a fault.

6.1.1. Two way message based fault detection
According to figure 6.2, each device (except the healing manager) will send OK/SOS

message after a specific time period. This period is called the heartbeat period (Hp). For each
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device, it takes 4¢;time, where i is the device number. So, the healing manager will get the
OK/SOS message after (Hp+ At;) time. Not only that, the healing manager itself will periodically
(47) broadcast another message to inform all the existing devices about its aliveness. If the
healing manager doesn’t get any message from any device within a specific time period then the
healing manager will assume that the device is faulty and it might need some help. On the
contrary, if the healing manager doesn’t broadcast its message, all the devices along with the
service manager will understand that the healing manager itself is in fault and the service

manager will take the responsibility of the healing manager.

Devices l\l;llzeaizgegr Devices l\l;ll;angegr
OK/SOS
Aty
OK/SOS
Aty AT
[ )
L)
[ )
OK/SOS
o |

Figure 6.2. Two way message based fault detection



27

K. Mills et al. [MillsO4] described two-way heart beat based failure detection technique for
distributed system. Our environment is different than pure distributed system. We concentrate

only on the autonomic pervasive computing environment.

6.1.2 Network bandwidth consumption

For a small network in autonomic pervasive computing environment, there won’t be so many
devices and hence the bandwidth consumption might not be prominent for the network itself.
However, if we consider a large network, we should have such a system which would be able to
utilize the full network bandwidth. If the message size to send to healing manager is M and the
message size of the healing manager to device is My, then the system consumes bandwidth, B
which is

B=(N*Mp+ My)/Hp

To keep this consumption stable, the healing manager must process N/Hp messages. Since the
network is ad-hoc in nature and a device can join or leave at any time, the system should adopt

the size of the heartbeat period (Hp). The algorithm to adjust Hp is presented below.

procedure AdjustHeartbeat (N, Nmax, C, Hmin, Hmax)
N = Total number of devices (except the healing manager)
Nmax = Maximum allowable number of devices
C = Bandwidth capacity
Hp = Heartbeat period
Hmin = Predefined minimum value of heartbeat message

Hmax = Predefined maximum value of heartbeat message

L1. if a new device joins then N++;

L2. if an existing device leaves then N--;
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L3. if (N>Nmax) then
N--;
return
L4. if (N<l) then
N++;
return
L5. Hp=N/C
L6. Broadcast Hp to all the existing devices

end procedure

6.2. Fault notification
Not only to push any information but also to notify its aliveness or its fault, the device itself
needs to communicate with the healing manager periodically. In Gaia, [Chetan04] a heart beat
message mechanism is used only to indicate the aliveness of any device. The absence of a heart
beat message implies the existence of a fault. Thinking ahead a little bit more, we have
incorporated a generic message passing scheme not only to facilitate the function of a heart beat
message but also the efficacy of an SOS message for helping the healing manager to be informed
about the faulty device’s current situation. In this scheme, each device will send any one of the
following messages to the healing manager:
° OK message: 1t simply sends a packet containing “OK” string. It’s nothing but a heart beat
message.
. SOS (Save Our Soul) message: After identifying any fault in its own device, the self-
healing unit of that device sends SOS message which may include some file names along

with that message. An example of such type of message is: “SOS, exam3cosc060, log
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status”. This means that the faulty device is requesting to save files named
“exam3cosc060” and “logstatus”.

. If the healing manager doesn’t get such a message for a pre-fixed threshold period of time,
right away it will commence the next steps (device isolation, information distribution,
alteration) assuming that the device is in fault. If the healing manager gets SOS message
along with some file names, then healing manager will initiate to get the files from the
device and will store those among other devices in a secured distributed manner.

Figure 6.3 shows the flow diagram of fault detection and fault notification.

Devicel Device2
Self-healing +»| Self-healing
: Msg
no | “oK” o queue
Fault? msg Check msg

queue
g
1 yes

; 4.5end SOS ——
— Device
isolation
A
A Alternati
Start fault on
healing Info. i
Distribution
Fault
Device Healing

Healing Manager

Figure 6.3. Flow diagram of self-healing for autonomic pervasive computing

6.3. Faulty device isolation
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We have deployed a very simple approach to isolate a faulty device from the remaining
network. In our approach, each device is mapped with another device based on service
availability. So if we can remove the entry number from the mapping list, the faulty device can be
isolated from the entire network.

Figure 6.4 shows the mapping of the service # and the service provider. We have followed a
standard for the service #. For example, service # 1 means “internet service”, service # 2 means
“office software”, service # 100 means “music software”, etc. Self-healing approach incorporates
a list named serviceList by which the service can easily be identified. For example, serviceList
(100) will return “music software”. Figure 6.5 exemplifies the three-dimensional mapping of
service provider, service consumer, and service #. Here, D1 means Device 1, D2 means Device 2,
etc. These mappings are implemented in our proposed self-healing by using a hash table. By
means of a standard “remove” function, our self-healing system can remove the entry of a faulty

device from the hash table as well as from the entire network.

Service # Service provider

1 D1 D7 D9 D3
2 D19

3 D12 D12 | D2

4

5 D1 D3 | D4 D9
D20

100 D2 D9 D18

Figure 6.4. Mapping of service # and provider

Service provider | Service consumer

D1 (D2 |D3|.. |[D9 |. |D20
D1 1 1,5
D2 10 100

0

D3 5
D9 15 5
D20 15 99

Figure 6.5. Mapping of service #, service provider, and service consumer
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6.4. An illustrative example

To make our proposed self-healing system more comprehensible, here we are giving an
illustrative example. In a wireless exam system, a teacher will conduct an exam. The students will
give the answers and will send the answers to the teacher’s PDA. The requirements for teacher

and students are as follows:

Requirements from Instructor point of view

1)  The system should enable the instructors to enter a certain number of questions. We
assume that the instructor will be teaching other courses as well and hence may plan to create
guestions for the other courses concurrently. Hence, one set of questions should not overlap with
others. To ensure this, all the questions for a particular course should be grouped together and
stored in a data structure or database (whatever is efficient on a PDA).

2)  The system should facilitate the creation of exams. It can have any number of

a. Multiple choice

b. True/false

c. Short answer (fill-in) and

d. Open ended response options.

3)  The instructor should be able to create a suitable “answer key” for the questions. Ideally,
an instructor will view the question and type the answer so that the answer is visible whenever the
question is displayed. Teachers may want the correct answer to be sent to the student after
grading is complete.

4)  The system should have the capability to do the auto grading (multiple choices, fill blank,

and true-false) and generate result (text, table and graphical output) of varying format.
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5)  The distribution of the entire exam should take place when the instructor selects the
designated action.

6) The system should also provide the facility to distribute the grades to the students.

7)  The instructor would be the only authorized person to specify the time limit for the
students to submit their answers. The students can commit their answers to the instructor before
the expiration of the given time frame. Otherwise, the system should have necessary mechanisms
to deny access to the questions after the pre-defined time is over, and commit all the answers to
the instructors PDA identifying the students who answered questions.

8)  The instructors PDA must be able to store the data received in an efficient way. The
storage constraint imposes the prime challenge in this issue.

9)  The instructor will collect feedback from the students during and after any exam. The
instructor can exercise the option of filtering stored feedback for repeated use.

10) This system can be easily transformed into a survey instrument. The requirements for
designing, administering and collecting survey instruments are easily identifiable by the

instructor.

Requirements from Student point of view

1)  The system should facilitate answering of questions. They should be able to submit their
answers within a pre-specified time limit.

2)  Normally students get tensed up during any exam. It is very reasonable from their
perspective to expect the PDASs to be reliable. The devices should not play any tantrums (like
denying the students access to network, resetting in the middle of an exam, partial download of
file because of unspecified reasons). An occurrence of a single event specified above will
undermine the students and instructors confidence in the entire process. All these considerations

obviously have to be taken care of.
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3)  The students should also able to submit their comments during and after the exam. While
they would not be able to submit the answer outside the time limit imposed by the instructor, they

can comment at any time at any topic related to the course and question.

6.4.1. Fault detection in wireless exam
Each student’s device is running our self-healing system. If a student’s device becomes faulty
(e.g. hardware fault, software fault, communication fault, etc.), it will be detected through our

proposed system.

6.4.2. Fault notification in wireless exam
As soon as the student’s device finds the problem, it will send OK or SOS (Save Our Soul)
message to the healing manager (here teacher’s PDA). The healing manager will take necessary

steps according to the message it gets from the faulty device.

6.4.3. Faulty device isolation in wireless exam
After identifying the faulty device, the healing manager will remove that faulty device from

the current network temporarily so that the other devices of that network can work perfectly.
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Chapter 7: Attributes of Self-healing

Self-healing in an autonomic pervasive computing environment has some unique research

challenges. In this chapter we discuss the required characteristics of a self-healing model

appropriate for this environment. We also present how our proposed scheme complies with these

characteristics.

7.1. Characteristics of self-healing model

A self-healing model targeted for autonomic pervasive computing should have the following

attributes:

1)

2)

3)

4)

5)

6)

Infrastructure less. No infrastructure support (powerful servers, proxies, etc.) should be
required. If the focus is on truly pervasive environments then the model should work
independently without any external support as in this environment infrastructure support
is not always available.

Lightweight. The model should be lightweight in terms of executable file size.
Non-degradable performance. The model should not put much overhead on the
performance of the device.

Energy efficient. Self-healing models should be energy efficient. It should not require
much battery power for computation or communication purposes.

Transparent. The main idea behind designing autonomic systems is transparency. Every
self-healing model should have some level of transparency. However, it should also
inform the user about critical system information.

Secure. Self-healing systems require information distribution and backups to recover
from faults. The information distribution and storage should be highly secure to maintain

user privacy and security.
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7.2. Attributes of our proposed Self-healing model
In this section we discuss the attributes of our proposed model and also talk about how these

attributes fulfill the requirements of autonomic pervasive computing environment.

7.2.1. Efficiency

Our system is efficient from both memory and speed points of view. One replica of the healing
manager is preserved in service manager. It does not consume much memory in this approach
since it does not need to keep a replica of all the devices, while this is a common scenario for
most of other schemes. Moreover, MARKS-ORB and the fault detection and notification system
occupy a very little space in the PDA.

According to the flow diagram of a self-healing service, there is a loop for message queue
inside of which the fault detection and notification system lies. The overall time complexity of
this system is O (n). On the contrary, Device discovery and Communication, the two functions of
MARKS-ORB are independent of each other and that is why the time complexity for MARKS-

ORB is O(n). This low time complexity makes our approach efficient from the speed perspective.

7.2.2. Transparent
Fault detection and notification tries to assure the nominal involvement of the user. In most
cases, without any kind of user interruption, the healing manager can detect a fault. It involves

the users only when decision largely depends upon the users’ preference.

7.2.3. Infrastructure less
Our system doesn’t require any fixed infrastructure to run. All the algorithms are running on

different mobile devices (e.g. PDA, cell phone, etc.) using wireless communication technology.



36

7.2.4. No degradable performance
Our system doesn’t create any adverse affect on the devices. We have proved those from the
perspective of different performance measurement metrics like battery power, memory space, and

signal strength. The details have been described in the next chapter (Evaluation).

7.2.5. Secure

Currently, we didn’t incorporate any security features in our system. However in near future,
while we develop the full fledged self-healing system, we are planning to deploy security systems
in different stages.
Authentication: In Healing Manager and other devices

To provide a high degree of security, a simple yet effective secret code system will be devised.
No one will be able to use the device without knowing the secret code.
Security: Regarding Information Distribution

A modified secret sharing approach, can be implemented in a very simple fashion. A random
number procedure might be chosen to generate the key that is XOR-ed with all the information
that should be distributed among N devices. Only t (t<=N) devices are needed to extract that
actual information. After revival of faulty device, its participation is needed to extract that actual
information. This approach promises the security that no device will be able to abuse the
information of the faulty device.
Privacy: Responsibility Re-assignment

During updating the hash table regarding service re-assignment, the consent of the service
provider, a member of that ad-hoc network, is needed, which ensures the user’s privacy as well as
security.

A comparison table of the existing self-healing and fault tolerance models discussed in chapter
three is presented in the next page. Table 7.1 summaries the features supported and not supported

by the popular self-healing models-
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Model Infrastructure | Transparent | Secure | Privacy | Lightweight | Smart | Consider
Support Aware Space | Mobility
Needed Needed

Proactive recovery | Yes Yes Yes N/A No No No

[Pertet04]

Acrchitectural Yes Yes N/A N/A No No No

model [Garlan02]

Software Yes Yes N/A N/A No No No

architecture

[Dashofy02]

AMUN N/A Yes Yes Yes No Yes Yes

[Trumler04]

SHWN [Kant02] Limited Yes Yes No Yes No Yes

FTA [Tohma02] Limited Yes N/A N/A Yes No Yes

FDA [Mills04] No Yes Limited | N/A Yes No No

Our Approach No Yes Limited | Yes Yes No Yes

To address all the above characteristics we have designed and implemented an efficient,

lightweight, and secure self-healing model targeted for autonomic pervasive computing

environment. In the next chapter we will present an evaluation of this model.




38

Chapter 8: Evaluation

We have evaluated the performance and usability of our self-healing model by implementing a
prototype, designing applications and using simulation tool. An application has been designed
that uses our self-healing model. Prototype implementation is described in section 8.1. We have
also measured the battery power consumption and the signal strength after using our model that is

shown in section 8.2.

8.1. Prototype implementation

A prototype including fault detection, fault notification, and faulty device isolation for
autonomic pervasive computing environment has been developed and integrated along with our
current developed middleware named MARKS+. WinCE running on a set of Dell Axim X30
pocket PCs (Process type is Intel @PXA270, memory size is 160 MB, and speed is 624 MHz), to
demonstrate our approach, is used as platform. The .NeT Compact framework along with C# is
used as implementation language. Bluetooth, as the underlying wireless protocol, has been used
though it is also suitable for IEEE 802.11.

Socket and thread programming have been used for successful communication among all the
devices in the ad-hoc network. In a healing manager, one thread is used for each device. The
thread number is also dynamic due to the ad-hoc nature of the network. An SQLCE database, to
store the information, is also used.

To evaluate the performance of our self-healing model, several applications have been
developed. Wireless exam is such an application by which one teacher can send questions to the
students (PDA to PDA communication) and also can collect the answers from the students. There

are some selected screen shots captured from the implemented prototype below.
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Figure 8.1 presents a log file stored in an embedded device (a pocket pc exploited in the

application which used the first prototype of fault detection, fault notification, and faulty device

isolation). Such a log file is really necessary for a self-healing system.
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Figure 8.1. Status of a device when fault detection process has been applied

Figure 8.2 illustrates the nature of rate of change of used memory space over time through

which self-healing can determine the possibility of a problem between time stamp 14 and 15 due

to the sharp change of rate of used memory space.
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Figure 8.3. Status of the battery power of five devices after using proposed system

Figure 8.3 presents the status of the battery power for five devices where the prototype of our
proposed system and MARKS+-ORB are running. The sharp change of the status of the battery

power for D4 indicates that there is some problem in that device and needs healing immediately.
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Figure 8.4. Message to the user regarding low processor speed
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By using the “status changing rate” process, self-healing of the student’s device itself tries to
find out the fault as well as the reason if there is any. Figure 8.4 shows a typical message
generated by the devices’ healing unit. This message is intended to inform the user about the

abrupt change of device status and action taken by the self-healing.

: /2| Wireless Exam o < 1249
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Create | Edit | Distribute | Grade | Help |

Figure 8.5. Device 2 is running without any problem

There are situations where all the devices operate without any error. Then only the “OK”
message is sent to the healing manager periodically. Suppose device 2 has no problem and it
periodically sends OK message to teacher, the healing manager of this network. Within a
specified period of time, it also sends all the answers to the teacher’s PDA. This scenario is

shown in figure 8.5.
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Figure 8.6. Device 9 sends SOS message
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Now device 9 finds some problem. It simply sends SOS (Save Our Soul) message including
file name exam3cosc060. Without any delay, the healing manager will collect that file from this
device. Figure 8.6 portrays this event.

Another case can occur where the device is unable to send any message due to fault. If the
healing manager does not get any message for a long period of time from any device, it will take
appropriate action assuming that the device is in fault. Device 5 is unable to send any message for

a long time. So, the healing manager takes rapid action regarding device 5. This incident is

illustrated in figure 8.7.

| Wireless Exam o | 153
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Distribute

& No signal from device 5.

Create | Edit | Distribute | Grade | Help

Figure 8.7. No signal from device 5

As both device 5 and 9 are faulty now, the healing manager removes the entry of device 5 and

9 from hash table. It also updates the table to reassign the services.
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Figure 8.8. Important files name selected by user to be saved
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Along with the SOS message, device 9 sends the list of important file names (selected by the
user of that device) that need to be saved. This is shown in figure 8.8.
Device 5 and 9 will try to be healed without the help of others. After healing, the healing

manager will resend the files that it got before their fault.

8.2. Performance measurement

We have also developed the MARKS+-ORB, to provide the device discovery and
communication functionality of the devices. Figure 8.9 shows the battery power consumption
with respect to time while MARKS+-ORB is running in that device. Here, S1 indicates the
battery power consumption while the Pocket PC is on but the wireless mode is off (no wireless
communication via 802.11 or Bluetooth). S2 means that wireless mode is on. S3 indicates that
wireless mode is on and MARKS+-ORB is running in the device. It clearly indicates that

MARKS+-ORB consumes a very little battery power.
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Figure 8.10. Time (sec) vs. data transmission (Bytes) for MARKS+-ORB

MARKS+-ORB itself transfers data mainly for device discovery. It broadcasts its own IP
address and receives the IP addresses of other devices reside in the same ad-hoc network. Figure
8.10 shows the data transmission by MARKS+-ORB in every 5 seconds. It clearly shows that it
does not need to transmit so much data for device discovery.

Table 8.1 shows the line of code and the size of the executable file of Self-healing Service and
MARKS-ORB+.

Table 8.1. Memory footprint for our proposed system and MARKS-ORB

| | Lines of Code | Size of Executable File (KB)

| Self-Healing Service | 4974 | 124 |
' MARKS-ORB | 416 7 |
| MARKS+ | 10897 | 812 |

8.3. Application that uses self-healing model

We have developed some applications that use a self-healing model as a service. We have
used applications to check the practicality of using our proposed self-healing model. The
overhead of running this service is also tested by running these applications. Some screenshots of

the wireless examination application is presented below-
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Table 8.2. Screenshot of wireless exam application using our proposed self-healing model
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Chapter 9: Conclusion and Future Work

In this thesis, we have described the detailed design and implementation of fault detection,
fault notification, and faulty device isolation in an autonomic pervasive computing environment.
In this chapter, first of all we give a brief summary of our approach to fault detection, fault
notification, and faulty device isolation. This summary has been portrayed in section 9.1. The
contribution of our thesis has been described in section 9.2. What should be the short term and
long term goal of our thesis has been described in section 9.3. Finally, we give some directions

for future work in section 9.4.

9.1. Summary

We have proposed a solution for fault detection and notification and faulty device isolation in
autonomic pervasive computing. The fault detection process promises not only the least possible
time to detect the fault but also the lowest degree of user intervention and hence makes our
solution highly transparent. We have introduced the concept of healing manager in this regard.
Though some researchers have already proposed different solutions for fault-tolerance from a
distributed computing and autonomic computing perspective, no solution has been proposed yet
for autonomic pervasive computing. Researchers have just started addressing self-healing issues
in pervasive computing, let alone autonomic pervasive computing. Our solution is a unique one.
We have developed our fault detection, fault notification and faulty device isolation system as a
part of MARKS+. MARKS+ is a middleware and the extended version of our previously
developed MARKS. MARKS is for pervasive computing and MARKS+ has been developed for

autonomic pervasive computing.
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9.2. Contribution of this thesis

The contribution of this thesis is as follows:

1. Classification of autonomic pervasive computing environment: We have classified this

environment into three categories from infrastructure perspective. Some environments have
fixed infrastructure, some environments don’t have any infrastructure and some environments
follow the hybrid approach. We mainly concentrated on the infrastructure less autonomic
pervasive computing.

2. Classification of fault: Fault has been defined and classified in different ways in different

situation. We have classified from the light of autonomic pervasive computing. We have
classified into 4 categories: Hardware Fault, Software fault, Prioritized fault, and
Communication Fault.

3. Attributes of self-healing system for autonomic pervasive computing: We have proposed

some solutions for fault detection, fault notification and faulty device isolation. These
solution have the following attributes:
e Less Memory footprint: Our system doesn’t require much memory
o Less Time complexity: The overall time complexity of our system is O(n), where
n is the maximum number of devices.
e Transparent: Our system involves nominal user intervention to do fault detection,
notification, and faulty device isolation.
e Solution for Infrastructure less system: Our system concentrates only at
infrastructure less system.
e Scalable system: Even with the increase of the number of the devices in

autonomic pervasive computing environment, our solution works fine.

9.3. Short and long term impact
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Self-healing is a new issue yet very important issue in autonomic pervasive computing. Fault
detection and notification are two basic steps to achieve self-healing. Our proposed solution can
be used to detect as well as notify a fault of a faulty device. The result of our research will help to
accelerate the development of a full-fledged self-healing system for autonomic pervasive
computing. It makes the entire fault detection and notification system transparent. We are also
planning to make the software freely available through Internet.  If the other researchers want to
do further research on fault detection and notification, we believe that our software as well as
source code will help them. Furthermore, our research results will help others to work on the
other parts of self-healing such as alteration, information distribution, fault healing, and selection
of healing manager, etc.

We firmly believe that our research potentially can have a great impact on academia and
industry in the near future. The use of mobile devices is an integral part of our day to day life.
With the increase of the use these devices, self-healing of these devices is becoming more and
more important each day. Fault or unusual behavior is very common phenomenon of these
mobile devices. Academic courses can be designed to do further research on this topic as the use
of mobile and handheld devices are increasing exponentially. Also industry will adopt the system

to reduce their maintenance cost.

9.4. Future work

In future, we will develop a full-fledged self-healing system for autonomic pervasive
computing. In our thesis, we have addressed three components of a self-healing system. For a
full-fledged self-healing system, the other components need to be addressed. Here, we are giving

an outline for the solution of the other parts of self-healing.

Alteration- Responsibility Re-assignment in other Devices: Since there might have some devices

largely depending upon the faulty device for any specific service, it is also crucial to have some



49

alternative to continue the smooth functionality. Some middleware like Gaia uses the surrogate
device concept for an alternate solution, where it needs to find out another device that is available
as well as compatible with the faulty device [Chetan04]. These two fold processes (availability
and compatibility) can be performed effortlessly in our Self-healing since the previously
mentioned hash tables, regulated and updated by healing manager, shows only those devices

which are compatible as well as available.

Information Distribution: To assist the faulty device for keeping all the important information
safe and secured, the healing manager will distribute the important information (e.g. important
database) among other existing devices. To cope with the limited storage capacity of all other
devices, secret sharing (N, ¢) approach [SecretSharing] can be used. To preserve the security
(make information inaccessible from any intruder or unauthorized user), a modified version of
secret sharing might be used. In that case, without the faulty device’s consent, the information of

that device can’t be retrieved by anyone, not even by the healing manager.

Fault Healing: The healing manager, in the majority of the circumstances, is not directly
associated to healing; rather it assists the device to revamp its previous impossible situations. It
stores all the crucial information including log status file of the faulty device when the device
falls into trouble. After recuperating from a fault, the healing manager re-collects all information
and sends it to that device including log status file so that the device can restore easily its
previous condition. In case of failure due to the lack of memory space, the healing manager can
help by storing its important but not currently used information among other devices using the
modified secret sharing approach [Sharmin05]. The user of the faulty device will have to choose

those file names through self-healing.
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Selection of Healing Manager: It depends on different criteria like fast processing capability,
large available memory space, more functionality and mostly the nature of the applications
running among the devices of the ad-hoc network. In our approach, a simple yet powerful process
can be used. The main communication point like a server in distributed computing is primarily
selected as healing manager. To identify that central point, the status of running application has
been checked. The device, which involves the applications mostly, is considered as the healing
manager.
Body Sensor Network:

One of the most important research areas of Body Sensor Network (BSN) [BSNO4, BSNO5] is
to monitor the patient’s physical condition continuously. Since BSN deals with the human life,
having a fault tolerant as well as self-healing system is utmost important. We are also planning to

use our self-healing system in BSN.
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Appendix A

Table Definitions

Term Definition

Pervasive computing A trend toward an environment where
information can be accessible to users
anywhere and anytime.

Autonomic Computing An approach for designing computing systems
capable of reconfiguration, fault detection and
repair, and performance optimization.

Self-healing Process of discover, diagnose, and react to
faults.

Fault Detection Process of discovering failure.

Fault Notification Process of notifying other devices about
failure.

Ad hoc network A temporary network whose members are

wireless mobile devices.

Smart Space/Intelligent Environment A space that has embedded devices and
networks to support user tasks.

MARKS Middleware designed for devices running in
pervasive computing environment.

MARKS+ Middleware designed for devices running in
autonomic pervasive computing environment.

Healing Manager Unit of MARKS and MARKS+ responsible for
healing process.

Service Manager Unit of MARKS and MARKS+ that acts as
backup for healing manager.

MARKS-ORB Object Request Broker of MARKS and
MARKS-ORB. It is responsible for device
discovery and communication process.




Appendix B

The code of the prototype implementation is available at

http://www.mscs.mu.edu/~ubicomp/shameem/thesis
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